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Duvody podvodu v telefonii

c ﬁ' I [Tﬁg | itk f e, youkube, cornfwabch ?w=01I6K9Bqn4YU
O uspora nakladu T———
)
YouQUlly |
D dosaieni Zi sku Simple VOIP test calls and Toll Fraud

vawwblindhognet Poietvidei: 13 2] | odbér

(napr. podvody s Cisly se spec. tarify)

U skryti viastni identity
(napf. vydirani, ...) i

 jiné divody
(napr. uzivatel nasel na YouTube
podrobnou instruktaz)

1:24 ra:08



Identifikace mist zneuziti
VolP Protocol and Q SPIT, call hijacking, odposlech,,
Application Security’ modifikace ..

Q buffer overflows, worms,DoS na OS

Supporting Service Security
(web server, database, DHCP)

O SQL injection, utok na DHCP a
dalSi podpurné komponenty
d SYN flood, ICMP, trivial flooding,

Network Security (IP, UDP , TCP, etc)

1 Reboot, napajeni

[ slabé hesla, nevyhovujici bezp.
politika 3
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VolP Footprinting

4 prilis mnoho stop na Internetu

d ENUM - zlata studnice pro spamera
d GOOGLE - kamarad, ktery napr. najde odkazy na
management zarizeni

o . o Diyriamicke wyhledévéni je zaprut
GO Ugle | inurl:"networkConfiguration” cisco Hledat ‘ L

Friblizry pocet wisledkd: 526 (0,07 51 Rozgiens wyhledsvani
L) ar
"’l Ve Tip: Hledat pouze wisledky psang éesky. MNa strance Mastaveni miZete uréit svlj jazyk hladani,
Ohrazky
B i * Cisco Systems, Inc. L - [ Preloit tuto stranku |
e Metwork Configuration. Cisco Unified IP Phone CP-7961G [ SEPOD1E464BA3CE ). Device
| ice Infarmation - Metwork Configuration. Metwork Statistics ...
147 .32 241, 146/NetworkConfiguration - Archiv - Podobné
Silhefovice Konfigurace sité - Cisco Systems Inc.
* Iménit misto Konfigurace sité. Cisco Systems, Inc. IP Phone CP-7S60G [ SEPOD0ABTZC2FDE ...
147,32 241 7 /NetworkConfiguration - Archiv - Podobné
Prohledat weh | Zobrazit dalzi wisledky z webu 147 32,24
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VolP Footprinting

Cisco Systems, Inc. - Mozilla Firefox

joubor Clpravy  Zobrazeni  Historie

- c £t I,_, |http:,f,f14?.32.241.?,l’DeviceInFormat\on

|| Cisco Systems, Inc.

N
CIsCcoO

Informace o zagizeni

Informace o zasizeni

Adresa MAC

Cisco Systems, Inc. IP Phone CP-7960G ( SEP000AB72C2FDB )

000AB7T2C2FDB

Konfigurace siti Nazev hostitele SEPO00ART72C2FDE
Statistiley siti Eislo tel. v adr. 9921
ID zavedené apl. PO0308010100
ID zavedeného systému PiC0303010000
Verze 3.1(1.0%
DSP 4.0(5.0)[A0]
Rozlipujici modul 1
Rozliegjici modul 2
Revize hardwaru 14
Sériove éislo INMO632A30T
Statistiky datového tolu Model telefonu CP-79600
Tel 1 Codec ADLCodec
Amps 5V Amp
Revize C3P0 2
t[ndikace hlas. zprav NE




epat—ment
of Telecommunicedons

FACULTY OF ELECTRICAL ENGINEERING AND COMPUTER scaencs;:*““ .
VS8 - TECHNICAL UNIVERSITY OF DSTRAVA PERRRY

Scanning, Enumeration and Attack

d prvnim krokem bude pravdepodobne Nmap,
- porty UDP/TCP, 5060/5061

1 potom sofistikovanegjsi nastroj typu
- Netcat, SIPSCAN, SiVusS, SIPVicious

4 pro vyrazeni sluzby staCi mnohdy DoS utok vedeny pomoci
Inviteflood

Y et
ergw e
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Zabezpeceni meédii v IP telefonii

4 nesifrovany Real Time Protocol (RFC1889 z roku 1995)

O RTP pakety mohou byt zachyceny a obsah prehran

M i | EH] 1 # 4 4

™ From 158,196, 146.12:1719% ko 158.196.192.32:49152 Duration:21,14 Drap by Reter BufF:9(0,9%) Ot of Seq: 0(0,0%)
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d S|frovany SRTP (RFC 3711 z roku 2004)

l].

U zajistuje utajeni a integritu prenasenych dat

1 AES-CTR - generator pseudonahodnych klicu

0f(1]2(3|4|5]|6(7|8

9 |10(11]12(13]14|15(16 (17 (18 (19|20 (21 (22|23 (24 |25 (26|27 (28 |29|30 | 31

P v [pPx| cc |m

PT sequence number

timestamp

SSRC

CSRC (optional)

RTP extension (optional)

payload

SRTP MKI (optional)

b

authentication tag (recommended)

P 4 authenticated
encrypted

128 bits IV

|

keystream generator

128 bits encr_key —» AES-CTR
XOR
RTP/RTCP payload == —» encrypted payload
IV = f(salt_key, SSRC, packet index)
112 bits



d vylepseni SRTP: Zimmermann Real-time Transport
Protocol (ZRTP)

d ZRTP je ve stavu RFC navrhu
0 Vyhody ZRTP:
- zpéetna kompatibilita se SRTP (detekce modu)

- vylepSeni vymeény Master klice (DH algoritmus)
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Techniky zabezpeceni SIP signalizace

O HTTP Basic Authentication, zastaralé
U HTTP Digest Authentication, nejpouzivanegjsi

4 Secure MIME (S/MIME), vyuziti pokrocilejSich metod
verejnych klicu PKI, vyuzZiva se minimalné

reseni.

FACULTY OF ELECTRICAL ENGINEERING AND COMPUTER scaemz :‘;_.?.. §

5
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Aplikace Digest Authentication v SIP

1 UA posila zadost, ktera je odmitnuta odpovedi
401 Unauthorized Response
407 Proxy Authentication Required

1 odpoved nese informace, jak pozadavek autentizovat
Authentication scheme: Digest
Realm
Nonce
do vypoctu vstupuje jesté RURI a password (tajné heslo)

 MDS5 , vysledkem je hash, retézec je overen na serveru

FACULTY OF ELECTRICAL ENGINEERING AND COMPUTER sashts; s



TLS scenar
0 hop by hop S
=
)

SIP proxy SIP proxy
asterisk.vsh.cz vsh.cz

SIP Zprava
~, Sifrovana

) =
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System mezidoménové duvery

4 v poCatku bilateralni dohody
Q architektura GDS (H.323),
hierarchicky system smeérovani,

vyvinuto v ramci TF-VVC (TERENA) e

LEA/RBC

O SIP pracuje s doménami (soucCasteiee:
URI adresy - host), architektura SIP
identity (kontroverzni téma — vyvoj] e
vazne), SAML (Security Assertion
Markup Language) — vymeéna
zalozena na XML (SAML profil)

 preferuje se SIPS (TLS) 13
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4 pouziti TLS, implementace do openSER, Asterisk, atd.

O TLS identifikuje SIP zdroj ve formé domény, certifikat
obsahuje nazev hostitele proxyB@vsb.cz a potvrdi tak identitu
SIP Proxy (doména je soucCast URI)

TLS (Transport Layer Security)

SIp ) INVITE (.
ProxVA@cvut.c{j Jg jL
BlNY =

ovéreni certifikatd

—| SIP
— proxyB@vsb.cz

—

INVITE INVITE
sip:voznak@vsb.cz

RTP media

Doména cvut.cz | Doména vsb.cz

of Telee IGE) S
FACULTY OF ELECTRICAL ENGINEERING AND COMPUTER scnenmg‘; SRR
V&8 - TECHNICAL UNIVERSITY OF DSTRAVA RO

14
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Klasifikace rizik dle VolPSA

1 Social threats (obtezovani, naruseni soukromi, spam,
uvedeni v omyl vystupovanim pod nepravou identitou)

1 Eavesdropping (odposlouchavani)

4 Interception and modification (utoCnik ziskava informace o
spojeni, které mu umoznuji provest — presmerovani volani,
zmenu identity, obecné jakoukoliv zménu obsahu prenasenych
dat)

1 Service abuse (zneuziti sluzby — obchazeni autentizace,
podvody s registraci, kradez uctu a nasledné zneuziti)

4 Intentional Interruption of service (DoS utok)

Q Other Interruptions of Service (napajeni, vy€erpani zdroju,
zameérneé docileni latence)

15
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NejCcasteji se setkavame

1 s monitorovanim a skenovanim VoIP site, ziskani citlivych
Qdajfj a jejich zneuziti (E.Pena — 4,5 mil. USD a rfada utoku i v
CR), MDS5 hash (slabé heslo a chyby v implementaci)

1 DoS a DDoS, trivialni nastroje UDP Ci TCP flood, ale mozny
| INVITE flood anebo zahltit Registrar server registracema

 Odposlech

4 CID Spoofing (manipulace s CID)

16
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mene se jiz setkavame s
1 Modifikaci a manipulaci se signalizaci v Real-Time
- s nastrojem Scapy proveditelné

napfr. Built-up Call Aborting, odchytim ACK - zménim na BYE, upravim
branch, tag a CSeq, odeslu a zpusobim ukonéeni hovoru (nahodné
rozpojovani)

ACK sip:filip@158.196.40.19:5070;transport=udp SIP/2.0

CSeq: 1ACK

Via: SIP/2.0/UDP 158.196.40.18:5063,;
branch=zShG4bK64475aaa-bda6-da11-8dc2-0013d4e2956d;rpor

From: ' 'filip 1'" <sip:filip@158.196.40.18>;

tag=dc7250a7-bda6-da11-8dc2-0013d4e2956d

Call-ID: f26b50a7-bda6-da11-8dc2-0013d4e2956d@pcbuslab11

To: <sip:filrez@ekiga.org>; tag=22acb79d-bda6-da11-8d2e-0013d4e

Contact: <sip: filip@158.196.40.18:5063; transport=udp>

17



RTP Data Redirecting, modifikaci obsahu SDP terminuji RTP stream
na jiny cil

v=0

0=- 1140424487 1140424487 IN IP4 158.196.40.19
s=0pal SIP

c=IN IP4 158.195.40.19

t=00

m=audio 5012 RTP/AVP 101 114 1153107 1100 8
a=rtpmap:101 telephone-event/8000

a=ftpm:101 0-15

a=rtpmap:114 SPEEX/16000

B 4

0=- 1140424487 1140424487 IN IP4 10.0.0.1
s=0pal SIP

c=INIP4 10.0.0.1

t=00

m=audio 5003 RTP/AVP 101 114 115631071100 8
a=rtpmap:101 telephone-event/8000

a=ftpom:101 0-15

a=rtpmap:114 SPEEX/16000

18



RRD, SRD [ms]

vycerpani zdroju — SIP generator volani, dosazeni limitnich hodnot

RRD and SRD

10000

1000 ~

100 ~

10 -

—@— Calls per second [1/s] vs RRD [ms]
—v— Calls per second [1/s] vs SRD [ms]

openSIPS 1.6

SIP Proxy

Registration Request Delay
Session Request Delay

1
0

200 400 600 800 1000 1200 1400 1600 1800 2000 2200 2400

Calls per second [s™]

19



RRD, SRD [ms]

vycerpani zdroju — SIP generator volani, dosazeni limitnich hodnot

10000

1000

100

10

RRD and SRD (G711u to G711u)

1 | | | | | | |
—@— Concurrent Calls [-] vs Mean RRD [ms]
—@— Concurrent Calls [-] vs Mean SRD [ms] /
0 60 120 180 240 300 360 420 480 540 600 660 720 780

Concurrent Calls [-]

Asterisk 1.6

B2BUA

20



vycerpani zdroju — transcoding, normalizované vysledky

Normalized RRD (100% relates to non-codec translation)

108
—&— Concurrent Calls [-] vs RRD - GSM [%)]
—@®— Concurrent Calls [-] vs RRD - G711A [%)]
—s7— Concurrent Calls [-] vs RRD - G726 [%] Asterisk 1.6
1“5 - —
B2BUA
104 -

10 -

P

Normalized RRD [%]

107 T T
0 60 120 180 240 300 360 420 480

T T T T T T

Concurrent Calls
21
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Spam over Internet
a vyvoj-ﬁaslleﬂbé)ﬁyjl’ci volani s prehranim zaznamu

postaveném na protokolu SIP

3 Lab of IP telephony na VSB-TUO (LIPTEL

J motivace, SPIT = realna hrozba v telefonii

[Welcome to the LipTel research team Wiki] - Mozilla Firefox

Upravy Zobrazk  Historie Zalgdky  Mastroje  Mapoveda

=

- c Q I& |http:p’,il\ptel.vsb.cz,idoku.php Qi‘_‘f - |'|Google

WELCOME TO THE LIPTEL RESEARCH TEAM WIKI
llPlEL

Trace: * Home

This page serves as 3 showcase of our research team. Our waork focuses mainly on service named YoIP and the problerns associated —Table of Contents URIDIEES
with it. This wiki is a source of infarmations about our wark and publications. Our research and development is operated under the This is an index over all available pages ordered by
?ﬁﬁlﬂ +Cur Team Znamespaces,
. " n N . . . . - Cur Work
auspices of @ CESMET z.s.p.0. Multimedia transmission and collaborative environment research activity and it is a part - Links » team
6 - Other Informations b wiki

aof a long-term research project. The laboratory is located in ™5 @SB - Technicks univerzita Ostrawva Czech Republic campus as part b work

= hore

of @Departrment of Telecommunications in the room N211 {see @map - nurmber 17). The laboratory also serves to teach the YoIP, Switching systems and PBX
programming and management subjects.

[ searen |

Our Team

22



4 pfi vyvoji pouzit Phyton, xml.dom.minidom a SIPp

d dva typy rezimu: Direct a SIP Proxy

. SPITFILE
File Help
Direct | Proxy
Remote IP Address: [:
Protocol: @® UDP O TCP
Your ID: [ }

Local IP Address: [:
Local Port: [:
Insert Advert. Message (.pcap, g711u): [ ]

Advert. Message Duration (sec): [:

Number of Calls: [:

Interval Between Calls (sec): [:

Filip Rezac, Miroslav Voznak 2009 23
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( fada IP telefonu nepfijima volani na IP (pouze SIP Proxy)

4 pres SIP Proxy lze generovat volani kamkoliv (i na mob. tel.)

SPITFILE EEE

File Help

Direct | Proxy

Destination: :l
SIP Server IP: ]
Protocol: ® UDP ) TCP

Your ID:

[ ]
SIP ID Username: E
[ |

SIP ID Password:

Local IP Address: :
|

Local Port:

Insert Advert. Message (.pcap, g711p): [ |

Advert. Message Duration (sec):

Number of Calls:

Interval Between Calls (sec):

[ ]
[ ]
[ ]

Filip Rezac, Miroslav Voznak 2009 24
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Obrana proti SPITFILE

O udrzovani seznamu: Buddylist, Whitelist, Blacklist, Greylist
Q hlasovy strom (vyzva k vlozeni kodu)

 voice CAPTCHA (a jiné prakticky nepouzitelné nesmysly ...)
4 pravni aspekty

vyvoj ANTISPIT (vyvoj hradil CESNET v roce 2009)

1 zalozen na Blacklistu (bez participace volaneho)
U tabulka SCT (podezrela volani), recidiva = presun na Blacklist
d implementace do Asterisku

25



Foreign Asterisk Our Asterisk

Is
S_calliD

in the blacklist

CLI Commands for Asterisk Blacklist Database

g
=y
. o § 2T
Verified Caller |@©Q© ==
SeES
=
S
=
£
=
s
s
S Rating+1 NO
o=
w 0 Y
Suspicious Calls Table IF Rating-manx. rating N
Rating < max. rating -
Source Destination Rating
S_CalllD R_CalllD rating
'
IF time-0; Rating-1
Asterisk 1/0 duration call length in seconds
— Rules max. rating limit value for Blacklist
€ Life steps time time interval for Ban

X

time increasing factor

time+x
L 4
Blacklist Table
Rating = max. rating
Source Destination Ban time
S_CalllD R_CalllD time

26
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Installation

+ Welcome!
¢ System requirements

System requirements

PHP version = 4.3 v
Mysgl extension v

Writable Config Files v

Legend

o v 0K
« X : Error, the component is necessary!

Next Step

27



Settings

AntiSPIT

P
| Settings

Swskem version: v1.0b

- Home

-k Setkings

-k Suspicious Calls Table SETTIMGS
Bkl o o ]
(If the call duration is less than this level, the caller obtaines the

-+ Change Passward skakus of suspicious caller)

1. level BANM time
{Howe many hours will be the caller blocked)

u

2. level BANM time
[How many hours will be the caller blocked)

3. level BAN time
{Howe many hours will be the caller blocked)

Max. rating
{Limit walue For Blacklist)

CDR FILE PATH

CDR file full path




Blacklist

P
| Blacklist Table

SOURCE DESTINATION CALL TIME RATING

005 7009 22.8. 2009 09:25 20.9. 2009 12:05 5

Download ANTISPIT from https://sip.cesnet.cz

29
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SIP Penetracnl testovani

« vyvoj na Cesnetu ntemet

* penetracni test se snazi .
proniknout do testovaného S,
zarizeni e BN i

» cilem je upozornit na slabiny, ./~ = / o Lo/ |

» podminky uZiti dovoluji \ g R e
test pouze zafizeni ve gl R
vlastni spravé e VolP Infrastucture

modularita SPT (dnes Ctyfi moduly — SM, DoS, RM a SPIT)
bezi jako webova sluzba
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Scanning and Monitoring Module

* The potential attacker needs to find out the most information about a particular
component.

» Used to test the security level against attacks aimed at obtaining information (open

ports, SIP accounts and password) by means of common and available tools —
Nmap, SIPVicious.

* Time Requirements: 7, =7, +7, +1T, E ,P - Range of tested numbers/ passwords.
E, ., P, - File containing strings of alpha-num
characters / passwords.

¢ =0.02603 - Time constant.
valtd — (E + Edl’) - E

Test for open ports T,

Test for SIP accounts T,=(E, +E,)-c

invalid

Test for SIP passwords T, =|E, ., (P, +P,)]-c

31



Denial of Service Module

FACULTY OF ELECTRICAL ENGINEERING AND COMPUTER SCIEN
V38 - TECHNICAL UNIVERSITY OF DSTRAVA

...-ll- \"l

» Testing module sends a large volume of adjusted or otherwise deformed packets
to the target component so that it is unable to provide its core services.

* To generate Flood DoS, the system uses two applications - Udpflood and

Inviteflood.
 Time Requirements: 7y, = Ty + Tivice
Test with Udpflood T, =(Fs,,-F)/B,

Test with Inviteflood T, . =(Fs,

invite

P)/B,

invite

Fs, ,Fs. .. -Ethernet framework (1414 B,1140 B).
P - Number of packets generated.
B - Bandwidth.

w

20

CPU Load [%]
o

CPU load:

Asterisk PBX  +
OpenSIPS @

32
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Registration Manipulation Module

* The system can also test SIP servers’ security, i.e. measures against manipulating
the registration.

» To carry out this test, the system uses Reghijacker application which substitutes
the legitimate account registration with a fake, non-existing one -> can easily be
expanded to a very popular Man-in-the-Middle attack.

» Time required to carry out the test is insignificant compared to operational times
of other modules.

- Time Requirements 7,

33
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SPIT Module

* SIP call is initiated from the caller’s account, and the end device with the
registered account of the called party starts ringing. Once the call is answered, a
pre-recorded message is played and the call terminated.

» Time required is determined by the length of the pre-recorded message.

*Time Requirements T

spit

34



Testing and Countermeasures

_
ele S

V&8 - TECHNICAL UNIVERSITY OF DSTRAVA

* The final report on penetration tests which the tester receives via e-mail, will contain an
analysis and methods which should limit or completely mitigate potential security gaps.

» Time requirements of the whole system depends on many factors and can radically
change in accordance with the type of tests requested by the tester. Its value is for

reference only.

]
PBX IP, E-mail,
Variables for Individual Modules

E-mail Message with Results in

. - o |
‘Time Requirements: Tester @

r =17 _+1, +1 +T

spt spit

Tspt=

SPT

S&m

DoS RM SPIT

.pdf Format
Modules {
Tsm=Te+Tp+Tn

Tdos = Tudp +Tinvite
Tsm+ Tdos + Tdm + Tspit

Nmap
Sipvicious

L
L«

|

/’ Vs

Tdos Tdm Tapit

Reghijacker
SPITFILE

35
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‘ Main \ S&M DoS  RM SPIT

=+ [ain {0k} -
+ 5B M | Main
-+ D05
o
oo SIP server IP address I 15819613213
m Testers email address | vOZnakiyahoo.com
-+ Results
-+ Logauk NEAT

36
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SM module

SETR ‘S&M\ ODoS  RM SPIT

-+ Main {0k} P
S sam | Scanning & Monitoring
-+ D05
-k RM
PORT SCANNING
-+ Spit
Enabled Mo (& Yes
[¥ Default ports (20,21,22,23,53,80, 443,5004, 5060)
Port range I
-+ Results
3 Lt e EXTENSIONS SCANNING
Enabled (™ Mo %% Yes
[ Default extensions {100 - 999
Extensions range I

[ Defaulk passwords (100 - 999)

List of passwords
I Prochazet.. |

FREY | MEXT

37



T e g M R TR L. =
PRSP ERRa ey 2!
¢ -—'"_._; g : T .
= " W - Y 5
¢3o"\ 4 f '| | -
f_,:/ﬁ-}\“{. - ( . - J
141 . {" ’."a L e | —
% - =2 a - ! —
-‘\.‘:3’:&‘ A s (-
e Laadlia L & S0 -
L LW & - V-
gy s
s ~ , - S
- '.:.-1 L ye o

DoS Module

Main  S&M | DoS | RM  SPIT

-+ Main {0k} 48
5 (0K) | Denial of Service
-+ D05
M DENIAL OF SERYICE
o Enabled (" Mo (& es
Rl Enabled G Mo ves
-* Logouk

Enabled (" Mo (v Yes

NMumber of packets | 5000000

[¥:Random valid extension

¥alid extension I

FREY | MEXT
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Main  S&M  Do3 ‘RM\ SPIT

-+ Main (Dk) p:
+5 811 (0k) | Registration Manipulation
-+ Do5 (Ok)
o Enabled (" Mo v Yes
m SIP ID username
[v: Rrandorn valid account
-+ Results SIP ID password
-+ Logouk
PREV | MNEXT

39



=+ [Main (0k)

-+ 5 & M (Dk)
-+ D5 (0k)
-+ RM (Dk)
-+ Spit

-+ Resulks

-+ Logouk

Main S&M DoS  RM SF’IT\

p
| SPIT

SPIT ATTACK

Enabled

Caller SIP ID username

Caller SIP ID password

Random yalid extension

Mo & Yes

[~ Random valid extension

7204
[~ Random valid account

FREY |

SENDl
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-+ Main (Dk)

-+ 58 M (Dk)
-+ D5 {0k}
-+ RM {Ok)

-+ Spit. {0k}

-+ Resulks

-+ Lagout

Results

-
| Results

DATE MAIN S&M DOs RM SPIT OPERATION
iizgﬁgzzgéu_l S cormplete cornplete disabled disabled disabled Resulk
iizg?i' DE:E:D—I L complete cormplete cormplete cormplete complete Result
iizgﬂg—}?g;u_l it cormplete cornplete disabled disabled disabled Resulk
5321;_’22;0—1 1-03 aborted aborted aborted aborted aborted Aborted
ﬁ,_ﬂ;géu_l LEE complete complete complete complete compleke Result
ii?_,:i;l‘?g-l_,u_l LA cormplete disabled disabled disabled disabled Resulk
iﬁﬁ;g;ﬂ—l 1-03 complete dizabled complete complete compleke Result
ﬁgiﬂéu'l 103 complete working waiting waiting disabled Abort
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